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Abstract—Combine effort of nodes in Mobile Ad hoc Networkkea it more powerful. But supporting a MANET
is a cost-intensive activity for a mobile node. dtiig routes and forwarding packets consumes bartdvadd
energy. One such routing misbehavior is that sootes may be act as selfish by participating inealiscovery
and maintenance process, but deny to forward tlepaSuch nodes routing misbehavior reduces tloggpa
delivery ratio and wastes system resources sugowasr and bandwidth. MANETS lack a centralized ranimg
and management point, making it a challenging taskletect such misbehaving nodes effectively. Tadper
surveys existing & latest developments in selfigllen detection system in MANETSs. Finally, we coneublis
survey paper with some future work.
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1. INTRODUCTION

Mobile Wireless Ad hoc Network (MANET) is medium, malicious nodes, which may not belong tp an
a group of autonomous mobile nodes or devicesrganisation, can disrupt the operations of ad hoc
connected through wireless links without the suppbr networks by injecting wrong routing information or
a communications infrastructure. The topology of thinjecting forged data packets. Moreover, virusea ca
network changes dynamically as nodes move and therupt the operations of networks by modifying the
nodes reorganize themselves to enable communisatidrehavior of routing protocols or creating denial-of
with  nodes beyond their immediate wirelesservice attacks by sending large number of forged
communications range by relaying messages for omeuting or data packets into the network [4].

another [1], i.e. multihop.
Security is a key concern in MANETSs because

MANET relies on the cooperation of all thetheir nodes are generally more susceptible to uario
participating nodes. The more nodes cooperate tbreats than those in traditional wired networksrrént
transfer traffic, the more powerful a MANET becomesschemes of detecting node selfishness in MANET are
But supporting a MANET is a cost-intensive actiily mostly centered on using audit, incentives, reputat
a mobile node. Detecting routes and forwarding ptck price or acknowledgement based mechanisms to achiev
consumes network-bandwidth, local CPU timethe desired effect of nodes cooperation. Selfishries
memory, and energy. Therefore there is a strorits worse form involves a deliberate intent by aeor
motivation for a node to deny packet forwarding tgroup of nodes to disrupt the operation of the pektw
others, while at the same time using their services for its own objectives. Such nodes are termed rioaisc
deliver own data [2]. In recent years, many possibland dealing with them would involve the areas of
applications of ad hoc networks are discussed, ssch providing security in MANETS [5].
in sensor networks, conference meetings and exigndi
of the range of base stations through the use dfoad
networks. In these applications, the nodes do Imzyes
belong to one owner or share a common objectiva, ag- MANETS: FEATURES,
result nodes may not be willing to route packets focHARACTERISTICS AND RESEARCH ISSUES
other nodes for various reasons. These reasons can
include commercial benefits or it may want to prese A. MANETSs Features
its own battery life [3]. Due to the nature of thigeless
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1) Autonomous Terminal 3) Bandwidth Constraint
In Ad hoc Network, each mobile terminal is anWireless links have significantly lower capacityath
autonomous node, which may function as both a hostfrastructures networks. Throughput of wireless
and a router. In other, since there is no backgtourtommunication is much less because of the effetief
network words, besides the basic processing alaifitps multiple access, fading, noise, interference caort
host, the mobile nodes can also perform switchings a result of this, congestion becomes a bottlemec
functions as a router. So usually endpoints antcke$s bandwidth utilization.
are indistinguishable in Ad hoc Network. 4) Limited Physical Security

2) Distributed Operation Ad hoc Networks are generally more prone to physica
For the central control of the network operatiothee  security threats than wirelesetworks because the ad
control and management of the network is distributehoc network is a distributed system and all thausc
among the terminals. The nodes involved in a Ad hdbireats relevant to such a system are pretty much
Network should collaborate amongst themselves ammesent, as a result, there isinoreased possibility of
each node acts as a relay as needed, to implemeawvesdropping, spoofing, masquerading [ ], andadieni

functions e.g. security and routing. of- service type attacks.
3) Multihop Routing
Basic types of ad hoc routing algorithms can beglsin C. MANETsResearch Issues
hop and multihop, based on different link layer There are many research problems that must be

attributes and routing protocols. Single-hop Ad hosolved to support the implementation of MANETS [5].
Network is simpler than multihop in terms of stwet Solutions to these problems should be compromise of
and implementation, with the cost of lesser funwidy all three components prevention, detection andtigac
and applicability. When delivering data packetsrfra Following performance related issues are to be lednd
source to its destination out of the direct wirglesin MANETS:

transmission range, the packets should be forwavized

one or more intermediate nodes 1) Degraded performancein larger networks

4) Light-weight Terminal 0 Need of techniques to handle transmission
In most cases, the Ad hoc Network nodes are mobile impediments such as path loss, fading,
devices with less CPU processing capability, small interference and blockage.
memory size, and low power storage. Such deviced ne o The path discovery causes considerable delays
optimized algorithms and mechanisms that implement in larger networks.
the computing and communicating functions. 0o The overhead caused by the exchange of

control signals also contributes to the slow
B. MANETSs Characteristics response and decreased data rates.
Ad hoc Networks are new paradigm of networks?) Routing algorithms
offering unrestricted mobility without any underg o The routing algorithms, currently used for
infrastructure. Basically, ad hoc network is a ecfion wired networks, are least likely useful in
of nodes communicating with each other by forming a MANETS due to the environmental variables.
multi-hop network. Following are the characteristaf o New algorithms have to be introduced for use
a Ad hoc Network [26, 28]: in this new type of networks.
3) Mobility induced route changes

1) Dynamic Topologies 0 The network topology in an ad hoc wireless
Nodes are free to move arbitrarily. The network network is highly dynamic. Techniques are
topology may change randomly and have no restrictio needed to effectively adapt to these changes.
on their distance from other nodes. As a resulthef 0 An on-going session suffers frequent path
random movement, the whole topology is changing in breaks due to the movement of nodes. This
an unpredictable manner, which in turn gives rige t situation often leads to frequent route changes.
both directional as well as unidirectional linkstveeen 4) Mobility Management Methods
the nodes. o The functionality of mobile nodes and

2) Energy Constrained Operation networks, wireless communication allows
Almost all the nodes in an ad hoc network rely on changing their position based on the predefined
batteries or other exhaustive means for their gndrige trajectories, orbits and randomly selected
battery depletes due to extra work performed by the routes.
node in order to survive the network. Thereforesrgn 0 The possibility to control the movement of
conservation is an important design optimization mobile node allows more effective prediction
criterion. and scheduling of network sources for
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individual stations, such as handover(d) Acknowledgment based systems
optimization in MANETS. (e) Collaborativébased system
5) Limited wireless transmission bandwidth
0 In wireless networks the radio band will beAudit Based System: Audit-based system that
limited and hence data rates it can offer areffectively and efficiently isolates both continoand
much lesser than what a wired network caselective packet droppers. Yu Zhang and Loukas $azo
offer. [6] proposed a comprehensive system called Audit-
o It is required that the routing protocols inbased Misbehavior Detection (AMD) that effectively
wireless networks use the bandwidth always iand efficiently isolates both continuous and sélect
an optimal manner by keeping the overhead gsacket droppers. The AMD system integrates reptati
low as possible. management, trustworthy route discovery, and
6) Crosslayered architecture identification of misbehaving nodes based on bejravi
o It is proposed that cross layered design iaudits. Wiliam Kozma Jr.and Loukas Lazos [7]
suitable for the MNETSs rather than the TCP-IRroposed a novel misbehavior identification scheme
layered architecture. called REAct that provides resource-eficient actoun
0 The cross layered approaches are generalpility for node misbehavior. REAct identifies
application specific. The approach should benisbehaving nodes based on a series of randomsaudit
generic to support diverse networks to beriggered upon a performance drop.
interconnected efficiently and should consider
the totality of the design while considering theCredit Based Systems: Credit-based systems are
long term architectural value. designed to provide incentives for forwarding paske
7) Security issues Buttyan and Hubaux [8] proposed a system in which
o Due to its broadcast nature, data transmitted byodes accumulate credit for every packet they foiwa
a node is received by all the nodes within iteand spend their credit to transmit their own paské&b
direct transmission range. So an attacker camsure correctness, the credit counter is implescleint
easily snoop the data being transmitted in theamper-proof hardware. Zhong et al. [33] proposed
network. Thus there is a requirement ofSprite, in which nodes collececeipts for the packets
confidentiality of data. they forward to other nodes. When the node hagla hi
8) Battery constraints speed link to a Credit Clearance Service (CCS), it
o Devices used in these networks havelploads its receipts and obtains credit. Crowoetfal.
restrictions on the power source in order t¢9] proposed a scheme that adjusts the credit cbtear
maintain portability, size and weight of thetraffic and congestion conditions. While credit-bds
device. These constraints affect the routeystems motivate selfish nodes to cooperate, they
maintenance due to reduced performance amtovide no incentive to malicious nodes. Such nodes
loss of paths. This should be considered at tHegave no intend to collect credit for forwardingitheawvn
time of path selection. traffic. Moreover, credit-based systems do not iifign
9) Group Membership Control misbehaving nodes, thus allowing them to remain
0 Secure admission of members to a group whileithin the network indefinitely.
tolerating adversaries from both outside inside.
0 Use of distributed cryptography in MANETs. Reputation Based SystemsReputation-based systems
10) Key Digtribution use ratings for evaluating the trustworthinessawfas in
o Combining key pre-distribution with secretforwarding traffic. These ratings are dynamically
sharing to achieve key distribution inadjusted based on the nodes’ observed behavidheln
MANETS. context of ad hoc networks, Ganeriwal and Srivastav
0 Need a secure and efficient key-distributiorf10] developed a Bayesian model to map binary gatin
mechanism allowing simple key establishmento reputation metrics, using a beta probability sign
for large-scale sensor networks. function. Jgsang and Ismail [11] proposed a similar
ranking system that utilized direct feedback reediv
from onehop neighbors. Michiardi and Molva [12]

3. LITERATURE REVIEW proposed the CORE mechanism for computing,
Previously proposed methods for detecting nodéskelf distributing, and updating reputation values conepos
or malicious misbehaviors can be classified into from disparate sources of information. Reputatiaseu

(a) Audit based system systems use neighboring monitoring techniques to
(b) Credit based systems evaluate the behavior of nodes. Marti et al. [13]
(c) Reputation based systems proposed a scheme which relies on two modules, the
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watchdog and thepathrater. The watchdog module is Collaborative Based system: Enrique Hern_andez-
responsible for overhearing the transmission of @rallo et al. [33] proposecollaborative Contact-based
successor node, thus verifying the successful packé&/atchdog (CoCoWa) as a new scheme for detecting
forwarding to the next hop. The pathrater modulesus selfish nodes that combines local watchdog detestio
the accusations generated by the watchdog moduleand the dissemination of this information on the
select paths free of misbehaving nodes. Buchegygr anetwork. If one node has previously detected asbelf
Le Boudec [14] proposed a scheme calledode it can transmit this information to other rnode
CONFIDANT, which extends the watchdog module tavhen a contact occurs. This way, nodes have second
all one-hop neighbors that can monitor nearbfpand information about the selfish nodes in thevosk.
transmissions (not just the predecessor node). When
misbehavior is detected, monitoring nodes broadcast 4. CONCLUSION AND FUTURE
alarm messages in order to notify their peers ef th RESEARCH
detected misbehavior and adjust the corresponding
reputation values. Similar monitoring techniqueséha To conclude, we first present a brief summary & th
also been used in. Transmission overhearing becomekole article. Finding routes and forwarding pasket
highly complex in multichannel networks or whenconsumes bandwidth and energy. Selfish nodes
nodes are equipped with directional antennaparticipate in route discovery and maintenance gssc
Neighboring nodes may be engaged in paralleind deny to forward the packet. Such nodes routing
transmissions in orthogonal channels or differectars misbehavior reduces the packet delivery ratio and
thus being unable to monitor their peers. Moreovewastes system resources such as power and bandwidth
operating radios in promiscuous mode for the pupoMANETs lack a centralized monitoring and
of overhearing requires up to 0.5 times the amaint management point, making it a challenging task to
energy for transmitting a message [34]. detect such misbehaving nodes effectively. In this
paper, we have provided a literature survey of mece
Acknowledgment Based SystemsAcknowledgment- developments in selfish node detection system.
based systems rely on the reception oburing the survey, we also find some points that loa
acknowledgments to verify that a message wdsirther explored in the future, such as to find i8bc
forwarded to the next hop. Balakrishnan et al. [16Felfishness Aware Routing solutions and detecisself
proposed a scheme called TWOACK, where nodewmde in the MANET.
explicitly send 2-hop acknowledgment messages along
the reverse path, verifying that the intermediabtlen REFERENCES
faithfully forwarded packets. Packets that have yeit [1] C. S. R. Murthy and B. S. Manoj, “Ad Hoc Wirske
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